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1 Introduction

This documentis the combinationof MECCANO deliverablesR5.1, Support for network
technologiesin the MECCANO toolset and R5.2, Performance characteristics of the
MECCANOsystemandtheir effecton systenparametersThetwo havebeencombineddueto
the large degreeof overlapbetweenthem.The deliverableis availableon the MECCANO web
site [MECWEB] undeDeliverables

The aim of the MECCANO projectwasto provide a robustnetworkedmultimediaeducation
and conferencingenvironmentsuitablefor useover a wide rangeof networktechnologiesTo

copewith the heterogeneitythis implies, we adoptedthe InternetProtocol (IP) as a unifying

platform overarangeof layer 2 technologiegEthernet ATM, directbroadcassatellite,ISDN).

As a consequencef this, the majority of our toolswork overIP. Whereit is not possibleto use
native IP, we have implemented a number of gateways to other network architectures.

2 Relation to other deliverables

The architectureadoptedto achieveour aimsis describedn deliverableR3.1, The MECCANO
Internet Multimedia Conferencing Architecture

We discussthe MECCANO toolsetin threedeliverablesjncluding this one,in eachcasein a
specific context. We are currently releasingfourteentools which are describedn deliverable
D4.3, Secod major releaseof MECCANOItools, in a standardormat, including releasenotes,
platforms supported and installation instructions. We preface this deliverable with an
assessment of the complete set of all the tools we have delivered during the project.

In the deliverableD6.2/7.2,Sessiorannouncementnanagemenfacilities, gatewaysandrelays
in MECCANORelease?, we describeand discussthosetools which either form the gateways
and relays or which implement the work on session announcement and moafssatrol.

In this deliverable we addressthe ability of the tools to operatein the many network
environmentsvhich we support,emphasisinghe featureswhich suit theseenvironmentsin the
besteffort IP environmentwe notethe adaptationso reducethe effectsof network losses. With
the needto join in a single conferenceuserswith widely differing network bandwidth,we
discusghe featureswhich allow suchconferenceso proceedwithout diminishingthe quality to
thatavailableto the leastwell provideduser.We discussalsothe ability to interface with netP
networks using gateways and the tool support for IPv6.

3 Supported network technologies

The main focus of networkactivitiesin the MECCANO projecthasbeenlP networkssuchas
the public Inernet, TEN155 European backbone network, and the national research networks.

OthernetworktechnologiesuchasATM, ISDN/voicetelephonynetworksanddirectbroadcast
satellitehavebeenusedalso,primarily asbearerdor IP traffic but alsoin nativemodeon some
occasionsOneof the primary focuspointsof MECCANO hasbeenthe convergencef arange
of networktechnologieswith IP acting as a glue betweentraditionally disparateworlds. This

can be seen in our choice of the networks supported.
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In this sectionwe discussthe role of IP and its bearertechnologieswithin the MECCANO
project. This setsthe scenefor later discussionof the toolsetsupportfor thosenetworks,and
their performance.

3.1 Internet Protocol

The primary networktechnologyemployedin the MECCANO projectis IP. We choseto uselP
as our basetechnologybecauseof the widespreaddeploymentof Internettechnologiesand
becausef its suitability asa glue protocol,combiningseverallower-layer technologiesnto a
uniform service fatform (the secalled “hourglass model”).

The basic transportprovided by IP is unreliable, besteffort, packetdelivery. Higherlevel
protocolsprovide for flow control and error recovery,for exampleTCP for reliable unicast
transport and RTP for reime flows.

Several enhanced services are available, in addition to the base IPv4 transport, these include:

* IP multicast, provides supportfor group communicationby allowing packetsto be
delivered to a group of receivers in an efficient manner.

» IP secuity, which allows for packetsto be authenticatecand/or encryptedfor private
communication

» Differentiatedand/orintegratedserviceswhich provide somedegreeof reliability and
quality assurance

Finally, IPv6 bundlesall thoseadditionsto the baselPv4 modeltogether,and providesfor an
extended address space.

The majority of the MECCANO work hasbeendevotedto supportof the basiclPv4 service,
since that is what is usedin the majority of the Internet. However, we have also devoted
considerablesffort into supportfor IP multicast, and have prototypeimplementationsvhich
utilize the other advanced features offered.

3.2 ISDN/Voice telephony networks

As noted previously,one of the aims of MECCANO is to provide a convergedconferencing
environment,basedaroundInternet standardprotocols. This implies that gatewaysmust be
built, to provide accesdo the convergednetworkfrom legacysystemssuchasthe PTSNand
ISDN based conferencing.

Our use of ISDN/voice telephony networks within MECCANO is thereffiocefold:
* as a bearer for IP traffic

e as a native transport, with a gateway into the IP conferencing environment

The first of theserequireslittle elaboration,sinceit usesstandardprotocols(e.g. PPPover
ISDN/voice modems)o hide the underlyingnetwork. It may requirelimited gatewaysupport,
for examplewhen the IP interfacetransportedby the ISDN/PSTN link doesnot supportIP
multicast- this is discussed in Sectidi2.3

Of more interestis the support provided for gatewayingbetweenIP and the ISDN/voice
telephonyworld. Thereare two aspectdo this: supportfor plain voice calls, and supportfor
H.320 multimedia sessions.

The previousMERCI projectincludeddevelopmenbf a componento gatewayH.320 based
ISDN corferencesinto the H.323 basedIP world. We have not, therefore, studied such
gatewayingin MECCANO, focussinginsteadon the conversionbetweenH.323 and other IP-

based conferencing systems with our StarGate system.
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The preliminary AudioGatesystemshowsthat the simpler case— gatewayingan ISDN voice
call into IP - can be completed,validating the approachand paving the way for a complete
solution. It also showsthat the large legacy baseof ISDN/POTSphoneswhich we needto
gateway into Mbone/H.323 conferencescan be accommodatedwithin the MECCANO
framework.

3.3 Asynchronous Transfer Mode

AsynchronousTransfer Mode (ATM) provides a high-capacity cell switched environment,
which is commonlyusedto engineemwide areanetworks(e.g.the TEN-155 Europearresarch
network runs IP over an ATM backbone). It also provides for native voice and video transport.

We have primarily usedATM as a bearertechnologyfor IP, in particularto provide QoS.
Examplesinclude the trial over the TEN-155 MBS and testing on the London East Anglia
ResearchNetwork (LEARNet). We have also usednative ATM, to a limited extent, with a
gatewayto IP; the robustaudiotool includesa gatewayto ATM networksin muchthe same
manner as its ISDN gateway.

3.4 Direct Broadcast Satellite

Direct broadcassatelliteprovidesan effective meansof distributingdigital data,in the form of
an MPEG transportstream,to a very large area.The MECCANO project hascontinuedwork
begunpreviouslyto use sucha network as a transportfor IP data, allowing multicastbased
lecturesandseminargo be distributedto very largeaudienceswhilst still giving the benefitsof
a converged network.

4 Tool support for IP networks

This sectiondescribeghe featuresof the tools which have beenimplementedspecifically to
support IP networks.

4.1 Use of IPv4

Thebasicenvironmentassumedy the MECCANO toolsetis a packetnetworkoffering support
for IP version4. Exampledncludethe public Internet,the TEN-155 Europearresearchmetwork
backbone, and the various natioredearch networks.

Networkssuchasthesehave unique channelcharacteristicsgue to their sharedinfrastructure
andbesteffort forwarding.In particular,we notethatthe following problemsaffecttransportof
multimedia traffic:

» Packets may be lost

» Pakets may be duplicated

» Packets may be reordered in transit

» Packets will be fragmented if they exceed the MTU of the underlying network

Although fragmentations not a disastrougphenomenoirif it is a rareoccurrencerelying on IP
fragmentationis a bad design strategy;it significantly increaseghe effective loss rate of a
network and decreasegjoodput. This is becauseif one fragmentis lost, the remaining
fragments(which have usedup bottleneckbandwidth)will then needto be discardedby the
receive. It alsoputsadditionalload on the routersperformingfragmentatiorand on the end
systems reassembling the fragments.
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In addition, the transittime betweentwo hostson an IP networkwill not be constant. This is
dueto two effects- jitter causedy beingqueuedoehindcrosstraffic, androutingchanges. The
formeris possibleto characterisendcompensatéor by usinga playoutbuffer, asdiscussedn
Section4.1.2 but the latter is impossible to predict and diffidca accommodate gracefully.

The MECCANO project aims to provide supportfor conferencingon nodeswhich have a
reasonableonnectionto the Internet,and wherethe InternethasreasonablgerformanceThe
key word hereis reasonablesomedegreeof mediadegradatiordue to poor network channel
characteristicss inevitable,the aim of the supportprovidedfor IP networksis to minimisethat
degradation.

4.1.1 Adaptation to packet loss

Much researcton Internetaudioandvideo applicationshasfocusedon issuesarisingfrom the
besteffort natureof network,suchaspacketlossconcealmenandforward error correction(see
[Perkins98] for a recent survey by MECCANO partners).

If it is desiredto repair a media streamsubjectto packetloss, it is useful to have some

knowledgeof the losscharacteristicsvhich arelikely to be encountered.A numberof studies
havebeenconductedon the loss characteristic®f the Mbone [Bolot00, Handley97,Yajnik96]

andalthoughthe resultsvary somewhatthe broadconclusionis clear:in alargeconferencat is

inevitable that somereceiverswill experiencepacketloss. Packettracestaken by Handley
[Handley97]showa sessionn which mostreceiversexperiencdossin the range2-5%, with a

somewhatmallernumberseeingsignificantly higherlossrates. Other studieshavepresented
broadly similar results.

It hasalsobeenshownthatthe vastmajority of lossesareof singlepackets. Burstlossesof two

or morepacketsarearoundanorderof magnituddessfrequent than singlpacket loss, although
they do occurmore oftenthanwould be expectedrom a purely randomprocess. Longerburst
losses(of the order of tensof packets)occurinfrequently. Theseresultsare consistenwith a
network where small amountsof transientcongestioncausethe majority of packetloss. In a

few cases, a network link is found to be severely overloaded, and large amount of loss results.

The primaryfocusof arepairschemanust,therefore peto correctsingle packetloss,sincethis

is by far the mostfrequentoccurrence.lt is desirablethatlossesof arelatively smallnumberof

consecutivepacketsmay also be repaired,since such lossesrepresenta small but noticeable
fraction of observedlosses. The correctionof large burstsof loss is of considerablyless
importance.
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Figure 1. Repair using redundant audio

A simple meansto protectagainstpacketlossis to transmiteachunit of audio in multiple
packetslf a packetis lostthenanothermacketcontainingthe sameunit will be ableto coverthe
loss. The principle is illustratedin Fig. 1. This approachhasbeenadvocatedy Hardmanet al
[Hardman95] and Bolot et al [Bolot00] as part of the predecessoMERCI project and
extensively simulated by Podolsky et abfi®lsky98].

The first transmittedcopy of the audio data is referredto as the primary encoding and
subsequentransmissionsas secondaryencodings.It is the sender'sdecision whether the
secondanaudioencodingsshouldbe the samecoding schemeasthe primary, althoughusually
the secondary is encoded using a leb@ndwidth, loweiquality, encoding than the primary.

Thechoiceof encodingss a difficult problemanddepend®n boththe bandwidthrequirements
and the computational complexity of the enogd.

Erddl etal. [Erd6l93] considerusingshorttermenergyandzerocrossingmeasurementastheir

secondaryschemeWhen loss occursthe receiverthen interpolatesan audio signal aboutthe

crossingsusing the shortterm energymeasurementslhe advanage of this schemeis that is

usescomputationallycheapmeasuresnd can be codedcompactly.However,it canonly cover
shortperiodsof lossdueto the crudenatureof the measuresHardmanet al. [Hardman95Jand

Bolot et al. [BolotO0] advocatethe use of low bit-rate analysisby-synthesiscodecs,such as

LPC (2.4-5.6kbps)and GSM (13.2kbps);althoughtheseare computationallynore demanding,
they can tolerably cover the loss periods experienced on the Internet.

If largeendto-enddelaycanbetoleratedit is possibleto delaythe redundantopy of a packet,
achieving improved performancein the presenceof burst losses.This has beenstudied by
project partners, and implemented in the RAT and FreePhone audio tools [Kouvelas97].

We have designedalso an adaptativeFEC-basederrorcontrol algorithm [Bolot99] which
providesvery good performancewith the “signal processing”’FEC schemefor audio recently
standardizedn the InternetEngineeringTask Force (IETF) [RFC2198]. Of course,eventhis
“optimal” schemecannotprovide guaranteedjuality given the besteffort servicemodel of the
currentinternet.However,it putsus one stepcloserto quastconstantquality audio evenover
connections with high or highly varying loss rates. The algorithm has imerésatures:
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I) it optimizesa subjectivemeasureof quality (such as the perceivedaudio quality at a
destination)as opposedto a nonsubjectivemeasure(such as the packetloss rate at a
destination),

i) itincorporates the constraints of rate control plagout delay adjustment schemes, and
iii) it adapts to varying (and estimated on line with RTCP) loss conditions in the network.

The standardRTP payloadformat for redundantaudio [RFC2198]was developedby project
partnersin the predecessaproject.During the courseof MECCANO this hasbeenadoptedor
a number of additional uses, besidesaudio conferencing[RFC2733], showing the wide
applicability of the technique.

In additionto work on redundantaudio transmissionproject partnershave beenactivein the
developmenbf robustvideo transport,working on the RTP payloadformat for H.263+ video
[RFC2429] which includes many provisions for robust transport in the presence of packet loss.

Unfortunately,all theseerror protectionschemesesultin a bandwidh increasdor the streams
(due to the extra protection information carried). This increasein bandwidth may be
unacceptablén somecasesfor example Jow-speeddialup or wirelesslinks may not be ableto
supportthe bandwidthrequirement®f sucha stream.Interleavingprovidesan effective means
by which audiostreamamay be protectedwhich tradeslatency,ratherthanbandwidth,for such
protection.

An interleaver is a device which permutesthe order of a sequenceof symbols. The
correspondingdevice which restoresthe original order of the symbolsis a deinterleaverAn
interleaveris employedn atransmissiorsystenmwhenit is desiredto randomize the distribution
of errors after recepetion:a burst of loss on the channelis transformedinto a sequace of
isolated losses by the interleaving process. This is illustrated in Fig. 2.

|1|2|3|4| |5||5|?|8| |9|1n|11|12| |13|14|15|1|5| Criginal Stream

16 Interl eaved Stream

16 Packet Loss

Y oy

‘5_ 16 Beconstructed Stream

Figure 2: The interleaving process

It canbe seenthat a burstof consecutivdossin an interleavedstreamwill resultin multiple
small gapsin the reconstructedgtream.This spreadingof the lossis importantfor two similar
reasonsfirstly, packetvoice applicationstypically transmitpacketswhich aresimilar in length
to phonemesn humanspeechLossof a singlepacketwill thereforehavea large effecton the
intelligibility of speechlf thelossis spreadout sothatsmallpartsof severaphonemesrelost,
it becomeseasierfor listenersmentallyto patchover this loss[Miller50] resultingin improved
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perceivedquality for a given loss rate. In a somewhatsimilar manner,error concealment
techniquesperform significantly better with small gaps, since the amountof changein the
signal's characteristics is likely to be smaller.

The majority of speechandaudio codingschemesan havetheir outputinterleaved.Provided
the channelexhibits burstsof loss, ratherthan isolatedloss events,interleavingprovidesan
effectivemeansoy which a mediastreammay be protected.The disadvantagef interleavingis
that it increasedatency. The maja advantageof interleavingcomparedto other meansof
protecting media streams is that it does not increase the bandwidth requirements of a stream.

In the MECCANO projectwe haveimplementednterleavingin the experimentateleases of the
RobustAudio Tool. Experience has shown that it performs well for norrinteractive
applications, where the additional latency occurred is unimportant.

We have also studied the interactions between interleaving and RTP/UDP/IP header
compression [Perkins00].

A final outcone of our work on adaptationto packetloss the documentatiorof optionsfor
repairof streamingmedia|[RFC2354]anda seriesof andguidelinesfor authorsof RTP payload
format specification, recently published as “best current practice” in the IETF [RBB{27

4.1.2 Adaptation to network jitter

Anotherareawhereconsiderableffort hasbeenexpendeds in adaptatiorto networkjitter and
audiosamplingclock skew. Existing work hasstudiedthe calculationof suitableplayoutpoints
in the absenceof synchronizabn mechanismgMoon98, Ramjee94]and on the detectionof
clock skew betweenhosts[Moon99, Paxson98].The work undertakenin MECCANO is the
first work we areawareof thataddressethe issuesof transparenskewadjustmenfor network
audio applications.

We have observedthat, when samplingan audio signal for digital transmissionthe sample
clock will differ from its nominalratedueto variationsin the quartzcrystal oscillatorsandthe

componentshatregulatetheir frequency During the implementain of the RobustAudio Tool

[RAT-4] for workstationsand personalcomputerswe observeda 0.5% variation between
nominally similar clocks. This hasundesirableeffects, sincewhenthe sender'slock is faster
thanthe receiver'ssampleswill accumulateconsumingmemoryand increasingthe delay.As

the memory available for the audio buffer is exhaustedinterruptionsoccur as frames are
droppedfrom stream.Conversely whenthe sender'sclock is slowerthanthat of the receiver,
audio played out at the reger becomes interrupted as the playout buffer runs dry.

Further details of this work are presented in [HodsonQ0].

4.2 Use of IP multicast

The changesieededo enablelP multicastsupportin an applicationwhich supportsunicastiP
are, at one level, trivial: sendersmust choosean addressfrom the multicast range as the
destinationfor UDP packetsthey transmit,but require no other changes. Receiversmustuse
the sameaddressand perform a multicastjoin on creatingthe receivesocket,in additionto
normd UDP operation. This amounts to one extra system call on typical systems.

On a subtlerlayer, the introductionof multicasthassignificantconsequencef®r designersof
networked multimedia applications, primarily relating to heterogeneity and scglabilit

We note also that all the featuresneededfor robustoperationwith unicastIP, as discussed
previously, apply also to multicast.
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4.2.1 Support for scalability

Thebasicproblemsrelatingto scalabilityof multicastapplicationsarenow well understoodand
relate to avoidanceof feedbackimplosion and limitation of control traffic. The toolsetwe
provide implements the standard algorithms in this area.

Recentwork relating to scalability of audio/videotransportvia RTP hasintroduceda timer
reconsiderationalgorithm [Rosenberg]which has also been implementedin our toolset,
enhancing the scalability of the tools to very large sessions.

4.2.2 Support for heterogeneity

The Internetis very heterogeneousyith link speedsangingfrom severalKbps up to several
Gbps andvery varied levels of congestionHow can a single multicastsourcesatisfy a large
and heterogeneous set of receivers?

If the sendedayersits mediastream differentreceiverscanchooseto receivedifferentamounts
of traffic andhencedifferentqualities.To do this the sendemustcodethe media as a base layer
(the lowest quality that might be acceptableland a numberof enhancemenlayers, each of
which addsmore quality at the expenseof more bandwidth. Eachlayer is sentto a different
multicast group, and receiverscan decideindividually how many layersto subscribeto, by
joining and leaving multicast groups.

During the courseof the MECCANO projectwe haveintegratedsupportfor layeredcodinginto
the media tools RAT and Vic.

Supportfor layeredaudioin RAT comprisesa layered“wide-band speech”’ADPCM codec,
sendingl6kHz sampledaudioasa 64kbpsstreamor astwo layers:a 48kbpsbaselayer with a
16kbps enhancementayer. The framework is general, so other layered codecs can be
incorporated as they become available.

Supportfor layeredvideoin Vic compriseshe layeredPVH codecoriginally developedat UC
Berkeley for the MASH project, and ported to Vic as part of the integration work in
MECCANO. The PVH codec supports an arbitrarynber of layers at a range of data rates.

Our implementation of layered audio and video provides a sound basis for future
experimentatiorand is useful in its own right at present.The currentmode of operationof
layeredcodingin the MECCANO toolsetis with manualcontrol of the receiversubscriptiorto
multiple layers,allowing for adaptatiorbetweerhigh quality within anintranetandlow quality
wide area, from the same source.

Furtherwork is requiredin orderto designand implementautomaticcontrol of layering, for
receiverdriven congestioncontrol. Membersof the MECCANO projectareactivein the IETF
and InternetResearchlask Force (IRTF) groupsstudyingthis problem,but thereis no well-
understood standard control mechanism as yet.

4.2.3 Interworkin g with non-multicast capable networks

Whilst the portion of the Internetwhich is multicastenabledis large and growing, therestill
existregionswheremulticastis not supportedlt is necessaryo allow usersin thesepartsof the
network to join confeences which are ongoing in the multicast capable region.

Furthermore,it is possiblethat regionswhich are nominally multicast enabledare found to

provideinsufficientquality of service whereaghe unicastquality is excellent.This canhappen,
for example,dueto misconfigurationn routersor dueto definedbandwidthlimits for multicast
traffic. A multicastto-unicast gateway is useful in these cases.
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In view of the situationdescribedabove(poor internationalmulticastconnectivitybut excellent
unicastlinks) the MECCANO partnershadto considerthe useof a packetreflectorin orderto

still be able to hold seminarsand electronicmeetings.Sucha tool receivesincoming packets
andretransmitghemto a list of registeredunicastand/ormulticastaddressedn contrastto a

(transcoding) gateway'a reflectordoesnot touchthe traffic, e.g.for the purposeof bandwidth
economisation, it just distributes the packets among the participants of a session.

In the beginning,severalinstancegone per mediastream)of HenningSchulzrinne'srtptrans”

tool werestartedat onesitewhich distributed incoming RTP and RTCP packets between a fixed
multicastgroupandan explicitly givensetof unicastaddressediVhile performingquite well, it
turnedout to beratheruncomfortablenavingto supplythe IP addresseef eachunicastterminal
manually- not taking into considerationthat the programhadto be stoppedandrestartedwith

new addresses whenever a new site expressed its interest in using ther.reflect

As a consequencet wasdecidedto write a reflectorwhich shouldbe ableto managaits list of
unicast peersautomatically. Fortunately, this plan turned out to be relatively easyas even
“silent” RTP applications(i.e. thosewhich “listen” only to incomingtraffic) periodically emit
RTCP packets.The program“Mtransit” that resultedfrom that activity thereforejust listensto
all incoming packetswatching out for new senderswhich it then automaticallyaddsto an
internaldistributionlist - andremovesagainafter a severalminutesof inactivity. It waswritten
in Javawhena brief studyshowedthat botha PC anda SPARCstatiorwereableto handlethe
traffic of atypical MECCANO session(Similar tools—“rug” and“mug” - havebeenwrittenin
C by Julian Highfield. They use less memory and processorcapacity than “Mtransit”, but
cannot be used on PCs running under Windows)

Although the strategyof packetreflection imposesa relatively high traffic load on the site
runningthe reflectorand doesnot scalewell, it providesa simpleandrobustway to include (a
limited numberof) siteswith sufficient network capacity(i.e. without the needfor transcoding
and mixing) in multicast sessions or conferences.

A similar approachwas adoptedin the devdopment of the UiO reflector system.This is
composedf a dataforwarding application(Reflector)and a separatecontrol unit. An RTSR
basedcontrol unit hasbeendevelopedandtestedasa partof the MECCANO project;anH.323
controller is currently undedevelopment.

Reflectorassociates multicastaddress/porntvith a setof unicastaddresses/por@ndforwards
data packetsreceivedfrom any of theseaddresseso all others.Severalsuch mappingscan
coexist with many multicast channels being mapped simultaneously. The number of
simultaneouschannelsis limited by network adapterperformanceThe reflector is externally
configuredusing a simple, TCP-based,control protocol known as Reflector SessionProtocol
(RSP).

The RTSPcontroller(RTSPC)is an RTSP serverthatcanoperateasan RSPclient to configure
and control one or more reflectors. RTSPC acts as a bridge betweenthe WWW-based
announcement of multicast sessions and theused multimedia client tools.

The general architectureof the UiO refledor is describedin deliverable R3.1. Current
implementation®of the RTSPclient andthe server(MURS) aredescribedn deliverableD4.3.
Furtherdetailsof theseimplementation@&nda descriptionof currentH.323 activitiesaregiven
in D6.2/7.2.

An altemative approachs that of the UTG gateway,developedat UCL. Unlike the othertwo
interworkingdevicesthe UTG is not simply a forwarderbetweendifferentnetworks;it canalso
transcodemedia streamsto reduce their bandwidth requirements.This allows effective
interworkingwith userson bandwidthconstrainedetworks(e.g.mobile) whilst not limiting the
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quality for those on higher capacity systems.More details of the UTG are presentedin
deliverable D6.2/7.2.

4.2.4 Visualization of multicast loss characterstics: RQM

The Realtime TransportProtocol, RTP, providesquality of servicefeedbackwith reception
reportssentalongsidethe mediastream.If the mediais sentvia IP multicastit is possiblefor a
third partyto snoopon thesereceptionreports,displaying receptionquality for all membersof a
group. The RQM applicationhas beendevelopedto perform such monitoring (a simplified
versionof RQM is integratedinto the robustaudio tool), allowing easydetectionof network
problems.The distributedbinares supportiPv4 addressesdt is alsopossibleto compile RQM
to support IPv6.

WhenrunningRQM displaysa matrix with participantdetailson the left, anda numberof cells
to theright of these Eachrow of cells denoteghe packetlossrateobservedor datasentfrom
the participantindicatedat theleft of thatrow (pointto a cell anda popup will appear giving the
names of the source and destination of the traffic represented by that cell).

The coloursof the cell startasgreen(no loss)andfadeto red (20 % loss).A white cell indicates
that no information is available.A light blue cell indicatesthat the receiveris not receiving
mediadatafrom a particularsender(at presentight blueis only usedwhenan emptyreception
reportis received,indicatingthat a receivercanhearno-one). Clicking on a cell will initiate a
multicast traceroutdetween participants, if mtrace is installed and available on the system.

A sample screeshot of the RQM application is provided in Fig. 3.

| Reception quality matrix 224.2,172,238-01482 =
ucaccsp@128.16.64.45 - —
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Borje Josefssan@hame [7 0% | 0% | 0% | 0% |  [EEE 0w | 0% |EEEATE 0w [EEE - 0% | 0% | 0% | 0% | 0% | o |EEEEATE]
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Riksdagen online -
Steve Rubin (#dboveMet) - Wor | -

From: Steve Fubin {&hovelMet) - ‘Work —
To: Bengt Gorden
gregs = /

jared

Figure 3: RTP Reception Quality Matrix

The RQM applicationallows “at-a-glance” viewing of a multicast session,showing clearly
thosereceiverswho have poor receptionquality, evenby thosewith little expertknowledge.
Theinclusionof support for multicasttracerouteallows a skilled operator to determine the exact
location of the fault.
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4.2.5 Visualization of multicast loss characteristics: MeshTrace

Driven by frustrationwith the poor quality of MECCANO conference®n the (panEuropean)
multicast network, we carriedout experimentdo discoverhow existingcommanddike mtrace
and mrinfo might help.

Theseexperimentded to the developmenbf MeshTracea tool which simply runs multicast
traceroute(mtrace) betweenall possiblepairings of a given set of sessionparticipants.The

output of these mtrace invocations containsall multicast routers on the distribution path
betweenone of the given sites and the other and gathersinformation on packetlossesand
duplicationsreportedby theserouters Obtainingall thesemtraceresultsin a shorttime span
createsan almostinstantaneousverview of the multicastconnectivity betweenthe observed
sites.By combiningthe measurement®r routersandlinks sharedoy severaldistributionpaths,
mapscanbe drawnwhich visualisethe multicastnetworkstatusat the time of a MeshTraceun

(seesection6.1 for a numberof examples)Givenoneor moreof suchmaps,drawnfor aseries
of MeshTraceobservationsand the underlying measuremenfigures, it is relatively easyto

locatethe sourceof transmissiorproblemsandto contactthe serviceprovider responsiblefor

that router or network.

The combinationof the receptionquality matrix, RQM, and the meshtracescriptsprovidesa
powerful systemfor the detectionandlocationof problemswith the IP multicastinfrastructure.
The receptionquality matrix showsat-a-glancethe receptionquality for all participantsin a
sessionandallows for limited problemtracing. The meshtracesaipts providea morein-depth
view of the network, allowing accurate fault tracing.

4.3 Use of IPv6

During the courseof the MECCANO project a numberof our tools have beenadaptedto
support IPv6, in addition to IPv4. There are a number of steps to prosiathgsupport:

» The operating system has to provide an IPv6 protocol stack;

» Thelow level socketcodein the applicationhasto be written in a protocolindependent
manner, to support both IPv4 and IPV6;

* The high level applicationprotocol hasto be addressagnostic,and operateirrespective
of the underlying transport mechanism

Operatingsystemsupportfor IPv6 hasimprovedgreatly during the project; we now havelPv6
supportin Red Hat Linux 6.2 (other Linux distributionsmay supportthis also, but have not
beentestedin the project),FreeBSD3.x with KAME, FreeBSD4.0, Solaris8, WindowsNT 4.0
and Windows 2000.

It is straightforwardto convertthe low-level socketinterfacecodewritten to supportlPv4 into
protocolindependentodewhich can supportbath IPv4 and IPv6 and the revisedinterfaceis
definedin [RFC2553]. The main problemwe encounterediuring the ports was inconsistent
implementationof the standardAPI by variousoperatingsystemssince both the API andits
implementationsvere underdewelopmentat the time we wereworking. At thetime of writing,
the majority of systemshavevery goodsupportfor IPv6' andthe APIs havenow beenstablefor
over a year, so this is unlikely to affect future development.

In the next sections, we discussthe highlevel protocol changesneededfor particular
applications.

! The exceptiorbeingthe ThompsorDetexisMUSICA stack,which lagssignificantlyin its supportof the standard
API
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4.3.1 Support for IPv6 in audio/video tools

The Reattime TransportProtocol, RTP, was designedrom the startto be independenbf the
underlyingtransportAs such,it canoperateequallywell over IPv4,1Pv6 andATM. Thereason
for this independencés the omissionof transportlevel addressefrom the protocol,andtheir
replacement by a session level SSRC identifier

The audiotool, RAT, andvideotool, Vic, havebeenportedto uselPv6. In bath casesall that
wasneededvasto updatethe low-level socketcodeandupdatecommandine parsingroutines,
to recognize IPv6 addresses. No changes were needed to the RTP stack in either application.

4.3.2 Support for IPv6 in shared workspace tools

Supportfor IPv6 wasconcentrateen the sharedext editor NTE sincetherewasfull accesgo
the sourcecodeand an understandingf its implementationUnlike the video andaudiotools,
NTE hadits own applicationprotocolthatwasdependenof the IPv4 stack. Adding supportfor
IPv6 involved changedo NTE'sprotocolthatmadeit incompatiblewith previous versions. Two
optionswere considered. The first wasto simply replaceversion4 addressesvith version6
addresseshus making a specialNTE compatibleonly with IPv6 hosts.This was considered
inflexible for our needsaswe requiredinteroperabilitybetweenhostsusingdifferent IP stacks.
This temporarychangewas also considerecdot to be usefulfor the continuingdevelopmenbf
the protocol. The secondoption wasto removethe relianceon IP addressefrom the protocol
andto createan IP-independenprotocol, similar to the Real Time Protocol(RTP) usedin the
audioandvideotools,RAT andVic. Thiswouldallow NTE to be used on any stack and also to
interoperate with different stacks.

The NTE protocol versionwas changedto versiontwo; as statedabove,this is incompatible
with previous versions.IPv4 addressesvere used extensivelywithin the protocol for two

differentuses. The mainusewasfor the addresso makeup partof a 64bit uniqueidentifier for

block, line and pointer messagesThe 128bit IPv6 addresswas not suitablefor the existing

identifier lengthand usingan IP addresdid not guarantee uniqueidentifier. For examplea

host with multiple instancesof NTE would have the sameidentifiers and obvious collision

problems.Making the identifier protocolindependentvasthe preferredoption andthe address
part of the identifier wasreplacedwith a 32bit randombut uniquesourceidentifier. Allocation

and collision detection of the identifier is described below.

IPv4 addressesvere usedalso in the retransmissiorprotocol to indicate the sourceof the
requestinghost, with the sourceaddressderived from the packetheaderof a retransmis®n
requesimessagerT his maderetransmissiomessagescompatiblewith packetrelayswherethe
sourceaddressof the packetwasthat of the relay and not of the requestingNTE. In addition,
retransmissionmessagesvere not directedtowardsspecific instancesof NTE; this resultedin
all instancegunningon a single hostprocessingachother’sretransmissiormessages Again
the choicewasmadeto replacethe addressvith the uniqueidentifier describecabove.Sincethe
IP addresss no longerused,requestmessageare multicastto the group,ratherthanunicastto
the source. Each receiver then filters the messages before processing them.

The unique sourceidentifier is allocatedupon startup, consistingof a 32bit randomnumber.
Theidentifier is requiredto be uniquefor the currentsessionlt is essentiathat this numberis
kept unique, as a duplicateidentifier could overwrite previously createddataand corruptthe

2 RTP usesan IPv4 addressn the CNAME if runningover IPv4, but this canbe replacedby any uniquepersistent
identifier without affecting protocol operation.Implementationswvhich run over IPv6 use an IPv6 address for
example.
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internal structuresholding suchdata. As the changespropagatebetweeneachNTE, this will
eventuallyaffectall hostsand makethe sessiorunusable Althoughthe chance®f collision are
remotethe effectis undesirableandso collision detectionandresolutionof the sourceidentifier
has been implemented.

Thesolutionis similar to theimplementation of collision detection and source allocation used in
the RTP protocol.If asourcereceivesa messageavith the sameidentifier, thenit regenerategs

own identifier and sendsa new sessionleavenessagédor the old identifier. This informs other
NTEs that may be usingthis sourcefor retransmissionto renegotiatea new source lf a source
receivestwo messagewith the sameunique identifier but different hostnamesthe source
discardsall packetdrom thosesourceauntil a sessioteavemessagdérom oneof themhasbeen
received. This prevents the processing of messages that could possibly corrupt the session.

Further changes to the NTE protocol were made and have been summarised in deliverable D4.3.

4.3.3 Support for IPv6 in session annancement tools

The sessionadvertisemenprotocol (SAP) usedin the sessiondirectory (SDR) tool hasbeen
modified to accommodatéPv6 addressesThis requiredincreasingthe size of the SAP header
for IPv6-only announcementgnnounceen an IPv6 SAP addess.IPv4 announcementarenot
affectedby this changeandIPv4 announcementsom SDR remaincompatiblewith olderIPv4-
only SDR versions.

In additionto the protocolchange SDR hasbeenextendedo listen for sessionsadvertisedon
the IPv6 sessioradwertisemen(SAP) addressin additionto listeningon the IPv4 SAP address.
IPv6 addresscopeqlink local, site andglobal) havebeenaddedfor creatingsessionsequiring
IPv6 addressesNo changeshave beenmadeto the SIP userinterfaceso it doesnot have
support for IPv6.

The SecureConferenceStore (SCS)usesSDR for listeningto SAP advertisedsessionaising
both IPv4 andIPv6; thereforeonly an updateof the SDR versionwasrequired. Minor changes
to the SCS serverwere requiredfor it to supportthe creationand storing of IPv6 sessions.
Creatingnew sessiongequiredIPv6 addresoptionsin the web interface.Sincethe SCSdoes
not actively announcesessionsput insteadstoressessionschangesto the internal database
structure were required to accommodatelPv6 addresses.The sessiondescription (SDP)
presentedo the SDP Parser(SPAR) applet, already had fields suitablefor storing an IPv6
addressThe SPAR appletneededimprovementdo be consistentwith the SDP specification
and therefore wi with the IPv6 addresses.

The appletitself doesnot containany networking code;insteadit usesthe browser'sHTTPS

transportmechanisnto receiveSDP andtool configurationsfrom the server. It wastherefore
necessarpnly to usean IPv6-enabledweb browserandserverto upgradethe communications
to uselPv6. Browsersupportwaslimited to a patchedversionof Microsoft'sinternetExplorer.

This wasthe only browserthat supportedhe correctenvironmentfor SPARincludingHTTPS,

JavaandIPv6 suppot. The patchwaswritten by Microsoft Researclaspart of their IPv6 stack

package.The Apache SSL web serverwas patchedusing the KAME [IPv6 Apachenetwork

patches.

4.4 Use of IPsec

4.4.1 Introduction

Overthe lastfew years,therehasbeena concertedactivity in the IETF to standardis@etwork
level security techniques.This has led to the developmentof the IPsec set of standards

MECCANO Deliverable R5.1/5.2 16 of 34



[RFC2401].1Psecoperatesat the network level, and has supportfor integrity, authentication
and confidentiality. Fundamentato IPsecis a Security Association(SA) formed betweena
sendingand a receiving party. In negotiatingthe SA, two symmetricencryptionkeys may be
derived;oneis usedfor authenticationput a different one may be usedfor confidentiality. If
only authenticationand integrity is desired,then a digital signatureis formed by encrypting,
with the authenticatiorkey, a combinationof the source/destinatioand a hashof the packet
contents.This combinationis appendedto the packetto form an authenticationheader If
confidentialityis desired thenthe packetcontentsarealsoencryptedoftenincludingthe packet
header),and a new security headeris appended.The Security Associationis formed by a
negotiationphasebetweenthe sendingand receiving parties. During the negotiation,some
asymmetricexchangesare carried out, which allow authenticationof the two partiesof each
other; one version of this negotiation is IKE [RFC2409].

If therehadbeenwidespreadavailability of IPsecimplementationsandwidespeaddeployment
of theseimplementationsthenwe would haveconsideredheir usein MECCANO. Eventhen,
for reasongiven below, we might havehaddifficulties. As it is, therehasbeenno attemptto
useit in this project. Thereis ongoingactivity amongs severalof the MECCANO partnersjn
particularUCL, to investigatewhereit is would be suitablefor multimediaconferencingNone
of the current developments or deployments has considered it, however.

4.4.2 Problems with IP Multicast and IPsec

Evenif therewerewide availability of the currentimplementations, these still have considerable
problemsfor our applications.Thereare a numberof problemsof this approachfor multicast,
secure conferencing. First, the IKE mechanism:

* The SA normally dependsonly on IP numbers;multicastconferencingnormally uses
also port numbers. While annoying, this would not alone be a showstopper.

* Thereis no agreedmethodof doing IKE in the multicastenvironment- and henceof
forming multrway SAs.

* Thereis somedifficulty in linking personalnamesto IP number— yet this is the link
needed in the Security Association.

* Some IPsec implementations just do not work with Multicast.
* Many implementations of IPsec do not allow user programs to enter encryption keys.

In view of the above,we believethattherearemajorunresolvedstandardandimplementations
issuesbefore we would be comfortableusing IPsec.For the moment,therefore,we are using
only application level security even in the development versions of our software.

4.4.3 Problems with the use of relays

There are other problemswith the use of IPsecin relays.In a relay, thereis normally some
changein the IP Headerbetweenthe sendingandreceivingside. Becausedhe digital signature
dependson both the Headerand the da, it is not possibleto relay a securedpacketwithout
knowing the encryptionkeysin the Header.Normally it is considereda violation of endend
securityto inform anintermediatenodeof thesekeys.It is possibleto havea destinatiorstartup

a particular securedstreamacrossa relay. While this couldleadto compromiseof the particular
stream,it would not be as seriousas automaticallyinforming the relay of the result of all

SecurityAssociations for instanceby permittingthe relay to automattally actasanendpoint
of each part of the stream in its own right.

With some relays, it would be possibleto have the multicast side of a relay run secure
conferencingwith applicationlevel encryption;the encryptionkey could be enteredin the
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normd way by a useron the other side. Particularly the multicastunicastconversionrelays
comeinto this category.The usercould derive the SDP parametersincluding encryptionkey,
from the SCSvia SParor from SDR, both deliveredin D4.3. 1t would thenbe possibleto open
unicaststreamsover IPsecon the unicastside of the relay usingthe normal IKE. We havenot
carried out this mechanism, but there would be no problems in principle in so doing.

4.4.4 Problems in the use of IPsec with servers

Similar consideations arise with multicastand unicastaccesso mediaservers.If the media
serversarerunningin a multicastmode,the sameconsiderationgriseasin 4.4.3above.They
canrunin Unicastmode,beingattache to conferenceshrougha multicast/unicastelay.Again
the unicastsidecould usestandardPsec,the multicastsideusingapplicationlevel security.We
have not thought through why this hybrid form of access would be an advantage.

5 Required IP network performance

As notedin Section4.], the performanceof an IP network canvary significantly. The primary
factors which affect this are packet loss and jitter (variation irt@edd delay).

Packetloss is the primary causeof poor receptionquality in IP-basedconferencingsystems.
The quality observeddependson the loss rate and patternof loss (e.g. evenly spreadloss is

easierto repairthanburstloss),uponthe amountof error protectioncodingappliedto the media
stream, and upon the error concealment algorithm applied by the receiver.

The two audiotools developedn the project,RAT and FreePhoneboth useredundanpacket
transmissionto protect the media stream from packet loss. In addition, RAT employs
sophisticéed error concealment.Accordingly, for audio, we define a reasonable quality
connectionto be one which experiencesessthan 15 % packetloss. This value is basedon
experienceand listening tests [Hardman95], but is clearly dependenton the loss patterrs
observedHigher loss ratescan be tolerated,but the signal then becomes'intelligible” rather
than “pleasant”to listen to (indeed,operationat 20-30 % lossis possible,with the resulting
speech being metallic and unpleasant sounding, but totalgrstaddable).

The video tool usedin the project, Vic, dealslesswell with the effectsof packetloss (since
audio was consideredmore importantfor the usability of the conferencingsystem).Informal
experience shows that 10 % loss is the maximum whiioWsacceptable performance.

Delay variationhastwo effects:it eitherforcesthe mediatool to increasdhe sizeof the playout
buffer, to accommodatéate packets,or it forcesthe tool to discardlate packetto retaina low
endto-end delay. The choice must be made basedon the expecteduse of the session(i.e.
interactive or not).

When running over the TEN-155 Europeanbackbone network, we did not experience
significantproblemsdueto delayvariation(i.e. the variationwassmall enoughthatthe systems
could still be usedin an interactive fashion,with negligible packetloss due to late arrival).
Measureditter wason the orderof a few millisecondson averagewith extremesn the orderof
10s of milliseconds.

We thereforedefine a reasonablauality Internetto be one which exhibitslossrateslessthan
10% and with jitter on the order of milliseconds.
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6 Observed IP network performance

6.1 IPv4 Multicast

In general,the performanceof IPv4 multicast has been poor during the lifetime of the
MECCANO poject, and conducting Europdde multicast sessions has been difficult, at best.

This canbe attributedto a numberof problems Insufficiently developedouting protocols,poor
supportby routervendorsof thoseprotocolswhich exist, transitionproblens during the switch
from a single routing domainto a networkwith true inter-domainrouting, andlack of support
from the network operatorgdueto the difficulty of getting multicastworking andthe limited

user base once it is operational).

Despitethis, it mustbe saidthat multicasthasproveditself very capablen someregionsof the
network. The regional and national multicast connectivity usually was sufficient for decent
multimediaconferencesOver a long period, the University of Erlangenhasbeen transmitting
audio/videostreamsshowingactual TV broadcastsnto the GermanMboneat ratesaround500
Mbps without major problems.However,the panEuropeamrmulticastbackbonehasprovedto
be very difficult to use. From an applicationuser'spoint of view, the following problems
emerged:

» SDR announcements did not reach other partners,

» otherpartnersoftendid not appearin the userlists of MECCANO tools (or temporarily
disappeared during a session) although they were present and transmitting,

» the qudity of audio/video transmissions suffered from high packet loss rates and

* somepartnerswvereonly ableto receiveincomingpacketswhile the traffic they sentdid
not reach the other conference participants (orversa)

For an ordinary user,this situaion is quite frustratingand may leadto the decisionnot to use
MECCANO applications(or Mbone conferencingtools at all) but to prefer unicastbased
solutionssuchasH.323applicationsor proprietarytools suchasCU-SeeMeinsteadIndeed the
lack of multicastinfrastructure,especiallyfor SOHO users,and the poor performanceof the
international Mbone have led to the rather bad reputationof multicastbasedconferencing
solutions.

As describedearlier,severaltools havebeenwritten within MECCANO in orderto be ableto
look deeperinto the Mboneandto locateany problems RQM givesa quick reaktime overview
of packetloss rates betweenconferenceparticipantsand can be usedto start a multicast
traceroute(mtrace)to checkthe distribution path betweensites.MeshTraceruns suchmtraces
betweenall possiblepairingsof a givensetof conferencearticipantso getan overviewof the
overall network situation.With the outputfrom theseprograms,t was possibleto understand
the problematicbehavour of the panEuropearMbone,contactthe properserviceprovidersand
convince them that they should look more carefully at their equipment and its configuration...

A few examples,generatedrom MeshTraceoutputs,illustrate typical situationswith which
MECCANO hadto cope. Sincethe relevantfiguresare colourcoded,they are bestviewedon
colour displaysor from colour printouts.Userswith blackandwhite displaysor printoutsmay
have some difficulties understanding the diagrams.
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Figure 4. MECCANO Network Status on December 14th, 1998

6.1.1 Overloaded Routers, Links and Tunnels

In the beginning packetlossesesultedmainly from overloadedouters,crowdedlinks between
routersor DVMRP tunnelswith too restrictive bandwidthsettings. Fig. 4 showsthe starlike

topology of the panEuropeanMbone, centredat “de-we.ter34.net”, which could not handle
the multicasttraffic properly. Additionally, someregionalandlocal multicastrouters(someof

themjust beingworkstationswith multicastrouting software)appearedo be overloadedNote

alsothe weird routing betweenPolandandthe restof Europewhich goesvia the U.S. andthe

complicated topology between Canada, the U.S. and Poland.

After indicating the situationto the techntiansresponsiblethey were able often to solve the
problem by upgradingtheir routers, increasingthe throughputbetweenadjacentrouters or
simply modifying their configuration files. Fig. 5 shows a few improvements of that kind.

UCL hadbeenableto improveits routerswhich resultedn reducedpacketioss.However,other
routerscould not be upgradedwithin a month'stime (especiallyover the winter break)andthe
ongoingconnectivityproblemsled to an additionaltunnel shortcut betweenGermanyandthe
U.S.
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Figure 5: MECCANO Network Status on January 18th, 1999

6.1.2 Routing Loops and Flapping Routes

The situationchangedvhen TEN-155 links becameoperationabnd PIM wasintroducedasthe

new routing protocolinsteadof DVMRP. Althoughthe routerswere now powerful enoughto

handle the multicast traffic in principle, flapping or misleadingroutes preventedmulticast
packets from being delivered properly (and in-time!) and unidirectional effects became
common.

As an annoyingside effect, the Mbone behaviourbecameunpredictableon a shortertime scale
than before.A sequencef three MeshTraceobservationsfigures6, 7 and 8, recordedwith a
break of 10 minutes between each, illustrates this problem.

The situation illustrated in the Fig. 6 looks almostideal: most routers are renderedgreen,
indicating normal operation without significant packet loss. Why four Norwegian routers
seemedo haveseveretransmissiorproblemsremainsunclear.That they recoveredfrom this
situation during the next few minutes, as shown in the following figures, leads to the
assumptiorthattheserouterswererebootedor otherwisereconfigured(Note: J6rg Ott, Thierry
Turletti and Martin Mauve had not joined the session at that time)
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Figure 6: MECCANO Network Status on November 29th, 1999 at 15:10

A surprisingdetailin Fig. 6 is therole of mr-stuttgartl.winip.dfn.deasa centrefor theroutes to
Norway - usually, all packetsto and from Norway shouldpassws1l.de.terll55.netratherthan
therelatively smallrouterin Stuttgart.lt might be becausef this unusualoadthatthe Stuttgart
routersometimedlid not respondo mtracerequestgasindicatedby the transpareninterior of

the corresponding node).

Unfortunately the figuredoesnot properlyreflectthe problemsMeshTracehadwhencollecting
informationaboutthe multicastdistributionpathsbetweerall participatingsites: some multicast
traceroutedailed in onedirectionbut succeededh the otherdirectionand packetstatisticsfor
different pathswith overlappingsectionssometimesad contradictorycontents Suchresultsof
themselvesndicatesomeinstabilitiesin therouting - a perceptionwhich becomeslearerwhen
looking at Fig. 7 (Note: Thierry Turletti and Martin Mauve had meanwhilejoined the session,
whereas Jorg Ott had not).
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Figure 7. MECCANO Network Status on November 29th, 1999 at 15:20

Probablyas a side effect of the routing problemsin Norway, an alternativeroute throughthe
U.S. appearedwhich again started in Stuttgart. The route to France correctly started at
wsl.de.terl55.net,althoughThierry Turletti still sufferedfrom problemswith a RENATER
router which seemed to loose more packets than it propagated.

Ten minuteslater,whenJorgOtt hadjoined the sessionthe situationhadstabilisedsomewhat:
all routershadrecoveredrom routing changesr otherproblems althoughStuttgartservedasa
kind of centrefor manyroutesandthe alternativerouteto Norway throughthe U.S. wasstill in

use.Once again,we note that unidirectionaleffects and problemsarising from checkingthe
distribution paths do not show in these figures.

Unfortunately,no further MeshTracerunswere started,asthey hadto be initiated and checked
manually, whilst the observerwas simultaneouslyparticipatingactively in the sessionitself.

This is why it wasnot apparentt the time how interestingadditionalobservationsvould have
been.
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Figure 8: MECCANO Network Status on November 29th, 1999 at 15:30

6.1.3 Limitations of RQM and MeshTrace

In spiteof their usefulnesshoth debuggingaidshaveclearlimitations. The mostimportantone
is that, in order to get valuableinformation, there must be at leastsomekind of multicast
connectivitybetweenthe observedsites.Without any connectivity,dueto a brokenrouter,lost
packetsor any other problemthat leadsto 100 % endto-end packetloss, mtraceis unableto
determinethe multicastdistribution pathand generateacketstaistics. As a consequence is
impossible to identify the source of the problems.

Fig. 9 illustrateshow importantit is to keepthis restrictionin mind (i.e. to keepin mind that
missing pathsin the diagramsshownaboveactually indicate extremelypoor performance)lt
shows how many mtrace observationsbetweenparticipantssucceededluring the period of
some 30 minutesduring which the threefigures were constructedThe threeobservationsare
denoted as, b andc in the table.
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Figure 9: Number of successful Path Traces after three Trials

While the high numberof zeroessimply indicatesthe low quality of the network,the numerous
ab andbc entriesgive a slight impressionof the dynamicnatureof the multicastconnectivity.
By comparingcorrespondingentries above and below the diagonal,the table in Fig. 9 also
shows the unidirectional behaviour of some connections.

6.1.4 Conclusion

Our experiencesvith multicastconnectivityhaveshownthat thereare dramaticdeficienciesat
the network level. These show themselvesin poor performance,rapidly changing state,
difficulties in locating problematicroutersandlinks. The needto persuadeserviceprovidersto
debugtheir network has promptedus to make a large investmentin trying to identify the
problems and provide evidence of failure to the providers.

The poor performance results mainly from immature multicast routing protocols and
(apparently)centralisedtopologieswhich turn out to be lessrobustagainstlocal failuresthan
cumrent unicastnetworks.On the other hand,long-lasting test sessionswith a regionalservice
provider have also shown a lack of proper monitoring and managementools for multicast
networkson the provider'sside. As the actualconsequenceaunning a multicastnetworkis a
difficult taskand not yet well understoodand running multicastconferencess somewhatike

playing dice without a die...

In future, the situationwill becomeevenmore difficult if, asexpectedmore and more sites
install packetfilters which (silently!) drop incoming packetsaccordingto filter rulesbasedon
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protocol ids, sender addressesand port numbers. The ignorance of operatorsor filter
misconfigurationmay lead to unidirectionalpacketlossesithesewill be very difficult or even
impossible to locate should such packet filters affect also tools like mtrace and mrinfo.

Thus,thereis little prospecbf the networksituationimprovingfrom a user'sperspectivelt will
becomeincreasinglydifficult to usemultimediaconferencingools, and multicastapplications
in generalunlessproperrouting protocolswith stableandinteroperablemplementationsvithin
routersare madeavailable. Therewill also be a needfor multicastmanagemensystemsand
debuggingtools. Until multicast networks becomeas reliable as current telephonesystems,
therewill be also someneedfor debuggingaidswhich help with the examinationof network
connectionson an endto-endlevel - eitherfor the applicationuseror, betterstill, for service
providers

6.2 IPv4 Unicast

In spiteof the problematicpanEuropeamulticastperformanceMECCANO hadto carryouta

numberof network conferencesand seminarsin orderto coordinateproject activities and to

fulfil the contract.Experimentswith a centralpacketreflectorandunicastconnectiondetween
project partnersshowed much better performance,so that MECCANO had to rely on the

Europearunicastinfrastructureratherthanthe Mbonefor manyof its sessiongseealso Section
4.2.3.

Practicalexperiencewith this reflectorsetuphasshown,that,in principle,enoughbandwidthis
availablewithin Europefor internationalmultimedia conferencesand that the probability of
satisfactorytransmissiorguality is muchbettertodaythanit wasafew yearsago(i.e. duringthe
MICE and MERCI projects).As describedbefore,the poor multicastperformancds mainly a
matter of routing rather than network capacity.

Unfortunately, concrete(numeric) comparisonshetweenthe unicastand the multicast setup
could not beenmade.As describedn Section6.1.3 relevantmulticastmeasurementsanonly
be performedif thereis at leastsomekind of multicastconnectivitybetweenthe participating
sites- but this wasnot the casewhenevetthe projectpartnersdecidedto usea packetreflector
instead of the multicast infrastructure.

6.3 IPv6

We havelimited ourselvedo providing supportfor IPv6 in our toolset,andconductinglimited
smaltlscaletestsof that support.In a LAN ernvironmentthe tools havebeenobservedo work
reasonablywell, althougha numberof bugsin the IPv6 protocol stackssuppliedwith various
systemshavebeenobservedin particular,multicastsupporthasbeenlessthanreliablein some
casesparticularlyasthe numberof participantsises).Theseproblemsareto be expectedsince
the vendors, in the main, label their IPv6 support “experimental”.

We havenot conductedwide arealPv6 trials in the MECCANO project,althoughsomeof the
projectswe support(e.g. COIAS) havedoneso. Feedbackve havereceivedfrom thoseprojects
indicatesthatthetoolswe providework asexpectedbut therearesignificantproblemswith the
IPv6 network infrastructurewhich haveto be resolvedbefore IPv6 can be consideredo be
ready for full service.

7 Tool support for non-IP networks

As noted previously, the MECCANO project has focussedprimarily on the useof IP asa
convergencegechnology,with othernetworksbeingusedasbearerdor IP. In orderto support

MECCANO Deliverable R5.1/5.2 26 of 34



legacysystemswe alsoprovide a numberof gatewaydetweenlP-basedconferencingsystems
and ISDN/PTSN/ATM systems.

Thesegatewaysare discussedn more detail in deliverableD6.2/7.2; hencewe outline them
only briefly here.

7.1 ISDN/Voice telephony networks

The MECCANO Audio MboneTelephony Gateway “AudioGate” provides users on an
arbitrary telephonenetwork (PSTN, ISDN and GSM) with accessto the audio channelof
multicastconferencesOn connectionsetup functionssuchasdynamicconferenceselectionare
provided. As soonas a “connection” to an Mbone sessionis establishedadditional services
such as user identification, muting, most recent speaker indication, etc. are provided.

AudioGate was developedin several phases.The initial phasefocussedon implementing,
testing, and enhancingthe core componentswith lessfocus on the overall architecture This
phase completedwith the delivery of AudioGate0.1, showedall the basetechnologyworking.
Severalfurther stepswere neededto convert AudioGate0.1 into a gateway basedupon the
Mbus architecture and to enrich the range of functionality offered to the users.

In the MECCANO project we have put much effort into the developmentof standardgor
multimedia conferencingand of referencemplementationsof thosestandrds. The ACC IP-
PSTN gatewayshowsthe power of theseactivities by integratinga numberof components
developedoutside the project into a useful gateway device which can interoperatewith
components developed by the project.

This gatewayis designedo enablea userto call aregularphonefrom a computerconnectedo
Internet. It makesuse of a Dialogic D/41ESCcard for accesso telephonelines from a PC
runningsWindows NT and gatewaysoftwaredevelopedn the projectfrom a combinationof
the Columba University sipd, the ElemediaRTP library andthe Dialogic GatenepackageThe
resultinggatewayallows a userwith a standardSIP terminalandan RTP-basedaudiotool (e.g.
sdr with RAT/FreePhone) to communicate with a user on a regular telephone.

In asimilar way, the UiO MulticastUnicastReflectorServerdMURS) havebeenextendednto
a prototypeH.323Mbone Gatewayusing a lightweight architecturefor integrationof H.323
audio equipment(Cisco’s VoIP technology)with RAT. The gatewaycanbe used,in a similar
way to AudioGate,to accesdP multicastconference$rom telephonenetworks.It differsin its
approachfrom that of AudioGateby the ad hoc use of existing tools for a specific purpose,
rather than the design of a system capable of extetsiother media, such as StarGate.

7.2 Asynchronous Transfer Mode

We haveprovidedlittle explicit supportfor ATM within our toolset,usingit insteadasa bearer
for IP. In this context,we usedthe TEN-155 managedandwidthserviceto provide lossfree
PVCs over which IP tunnels were implemented.

Thereis oneareawhereour toolsetdoescontainspecificsupportfor ATM networks.Thisis the
RobustAudio Tool, which containsan “audio” driver which caninterfacewith a native ATM
AAL1 audiosystem.This driver, contributedby Nortel Networks,follows the modeldeveloped
in the project by the AudioGate system, showing how the gatewayintegration concept
advocated there can be applied to systems other than ISDN.
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7.3 Direct Broadcast Satellite

INRIA DBS systemusesthe EutelsatskyplexsatellitenamedHot-Bird 5, locatedat 13 degrees
East.Hot-Bird 5 providesonboardmultiplexing that allows multiple up-link frequenciedo be
multiplexedwithin a singledownlink frequency As aresult,areceivercanlistento multiple IP
streams from several feeds within the same frequency.

The main use by the MECCANO project of direct broadcastsatellite has been in the
developmenbf a routing protocol for unidirectionallinks. We havefocusedon theseaspects:
standardisatioryalidation, driver development and the deployment of services.

7.3.1 Standards activities

INRIA hasbeenactively participatingfor 4 yearsin the UnidirectionalLink Routing (UDLR)
working group at the IETF, working on the standardisatiorof a “Link Layer Tunndling
Mechanism”.This mechanismemulatesa bi-directional connectivity betweennode connected
with a unidirectionallink. It is implementedon everynodeat link layer level andis therefore
transparento the IP layer. Every node at IP level seesthe link as bi-directional and can
communicatavith any othernodes As aresult,the mechanisnallows unidirectionallinks to be
transparentlyintegrated in the Internet; furthermore routing protocols do not need any
modificationto supportstheselinks. This mechanismhasbeenagreedwithin the UDLR group
and is now in the process of a last call as a proposed IETF standard.

7.3.2 Validation activities

In orderto validatethe protocol,interoperabilitytestswere conductecbetweenNRIA's UDLR
implementationand that of the SONY Corporation. Thesetestswere necessaryto gain the
proposedstandardstatus.in June 1999 at INRIA, SONY equipmentwas connectedto the
INRIA satellite network and communicatedwith that of INRIA, demonstratingcomplete
interoperability of themplementations.

7.3.3 Driver development

INRIA hasdeveloped seriesof driversto supportthe UDLR mechanismDevelopmenstarted
three years ago with the COMATLAS cards. These DVB-decoder cards have several
drawbacksmainly dueto useof the ISA busandtheinterruptdesign.For thesereasondNRIA

decidedto supportother DVB cardssuchas HarmonicData Systems’sSNMC-model 040 (PCI

bus). The drivers are available for the FreeBSD 3.x and Linux 2.0 operating systems.

SinceSeptembel999,we havebeentransnitting IPv6 packetsoverthe satellitelink, makingit
necessaryo updatethe drivers (transmissionand reception)to supportlPv6. We have made
severaltests(unicastand multicast)to validatethe IPv6-UDLR support.Drivers are available
for the COMATLAS card with FreeBSD 2.2.x using the IPv6 KAME stack.

7.3.4 Deployment of services

In July 1999, the Conseil Generaldu Tarn, which owns transmissiorequipmentand satellite
capacity on Hot-Bird and whose equipmentimplementsthe INRIA link layer tunnelling,
denonstratedhat receiverscanreceivethe transmissiongrom INRIA andthe ConseilGeneral
du Tarnatthe sametime. Currently,the satellitenetworkincludestwo transmissiorstationsand
severalreceiversable to receive simultaneouslythe IP transmissioa from the two stations
(TDMA access)We have used a multicast routing policy for this architecture.Since both
INRIA and the Conseil Generaldu Tarn have enabledmulticast routing protocolsin their
routers offering Mbone connectivity to the receivers,thesereceiverscan forward multicast
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traffic on the receptionsites, if requestedBoth feedstransmitIP traffic to a maximum of
1Mbps.

The network architectureand the availablebandwidthare particularly suitedto experimenting
with reliable multicastfile transfersas well as video conferencingapplications.INRIA has
developeda Reliable Multicast implementation pasedon adaptiveForward Error Correction,
that makesuse of the specialsatellite features.It allows distribution over a greatnumberof
receivershigh bandwidth high delayandunidirectionallossylinks. Sometestshavebeenmade
over the satellite link in order to validate this implementation.

We plan the following work on DBS:

» Drivers: Supportof IPv6 - UDLR for the new DVB cardsundeg FreeBSD3.x and
KAME stack.

* Reliable Multicast: Multilayered support and congestion control.
* Routing: Test of multicast routings protocols (PIM, PIM-SM) with UDLR.
* QoS: Test of an IP management approach.

8 Performance of non-IP networks

8.1 ISDN/Voice telephony networks

The MECCANO project used ISDN/Voice telephonynetworksonly as bearersfor standard
voice traffic, gatewayingthat traffic onto an IP networkvia systemssuchasthe University of
Bremen's AudioGate. Accordingly, there is little to say aliveiperformance of such networks.

We did experiencdifficulty with the Linux programmingnterfaceto ISDN cards,but this was
satisfactorily overcome.

8.2 Asynchronous Transfer Mode

The primary experienceof the MECCANO project with ATM networkswas the use of the
TEN-155 managedbandwidthserviceto provide a high quality network path betweenpartner
sites. The MECCANO projectwasthe alphatestsite for this service:the following is adapted
from our report [T155lpha] on this test for DANTE.

8.2.1 Introduction

The ManagedBandwidth Service (MBS) enablesconnectivity among researchprojects in
countriesconnectedo TEN-155, the EuropearResearciNetwork. The serviceallows projects
to requestbandwidthfor specifiedperiodsof time, connectingspecifiednodes,with various
service guaranteesAccess,via ATM, is available to institutions connectedto a National
Research Network (NRN) or directly at a Point of Presence of TEN

Deploymentof the MBS was scheduledo occurin threephasesalphatest, betatestand full
service.The aim of the alphatestwasto verify proceduredor establishingan MBS “account”;
to verify working of the ATM NOC service; to identify and resolve issuesre NRN
interworking; and to identify and resolve issuesre NRN internal workings. Testing of the
service included these tasks:

» Assess usability of the service
* Assess ATM NOC's interaction with the alpha test user and DANTE
» Assess DANTE's interaction with alpha test user
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* Assess NRN's ability to provide service
» Assess interaction witNRNs
» Determine procedural adjustments needed
and the success criteria for the alpha test were defined to be:
» Connections established through to end systems
» Service usable by applications
» Change requests handled correctly
* Scheduled connections on time 95%time
» Appropriate interaction with NRNs established

On successfulcompletionof the alphatest, the betatest started.This extendedcoverageto
additional countrieswith multiple sites in each country, extendedthe service to multiple
projects,verified that revisedproceduresievelopedas a result of the alphatestworked, and
verified interaction with the additional NRNs. The sole alpha tester was the MECCANO
project, acting on behalf of ERCIM.

8.2.2 The alpha test procedure

Theinitial planfor the alphates wasthat DANTE would producea seriesof web pageswhich
would allow for serviceto be requestedand for ongoingrequestso be tracked.Eachproject
would nominatea single Group Network Manager(GNM) who will liaise with DANTE, via
these web forms aremail.

The nationalpathwas providedby the NRNs, who nominatedan AccessPort Manager(APM)
astheir liaison. Theinternationalpathwasprovidedby TEN-155via their ATM-NOC. DANTE
was the coordinating partner.

It wasplannedthatthe projectswould requestservicefrom DANTE, who would liaise with the
NRNsto arrangeconnection.The Project(via its GNM) wasallowedto liaise directly with the
ATM NOC if problemsoccurredbut hadto copy DANTE on all correspondenc® ensurethat
all issues were corrdg addressed.

Gettingaccesgo the managedandwidthservicehadfour stageswhich involvedthe following
people:

» Agreement stage (DANTE, GNM, APM)

* Delivery stage (DANTE, GNM, APM, ATM NOC)

* Production stage (DANTE, GNM, ATM NOC)

* Finish stage (DANTE, GM)

Much of this interactionwas managedby electronic mail and web forms. The Authorised
contact (GNM) was able to reachthe ATM NOC and ask for changesor last minute
modificationsto the service.A policy for changerequestsvasdefined,establishingooundaries
for changesWithin thoseboundariesit wasplannedthatchangeshouldbe madewithin atwo
hour response time for the TENGS part of the network path.

8.2.3 Experience

The agreemenphaseof the alphatestproceededmoothly.We completedthe forms produced
by DANTE giving detailsof the GNM, sitesto connectand technicalcontactsat thosesites,
togetherwith details of the time period for which we desiredconnectivity. The information
requested was reasonable and simple to provide.
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We initially requestedthree ATM VPs linking UCL, INRIA SophiaAntipolis and RUS. An
additionallink waslaterrequestedinking RUS andMesseEsserfor the purposeof providinga
demonstration of the MBS at the launch of the 5th Framework programme.

The timing of theselinks wasfor 14:00to 17:00 (UK time) every Monday, betweenl March
and26 April 1999andcontinuouslyfrom the 22ndto 25th Februaryl999.We requestecd CBR
serviceat 2Mbps.Someconfusionarosedueto the changingrequirementshut on thewholethe
agreement phase went well.

As wasexpectedthe delivery stageof the alphatestwasconsiderablymoredifficult. Thereare
a number of stages involved in getting connectivity:

» Connections between partner sites and the NRN
* International connections betwettie NRNs and TENL55
* National connections between multiple partner sites over an NRN

It wasintendedthat eachNRN would designatea single contactpoint, the APM, who would
liaise with partnersitesto arrangeconnectivity betweenthe NRN and the partnersite. This
processvasto be initiated by DANTE, afterthe project GNM requestediccesso the MBS. In
practice possiblydueto a shortageof time, theinitial requesfor serviceto the NRN wasmade

by the individual partner sites in parallel with the requestto DANTE. This led to some
confusion,sincetherewasno clearchainof responsibilitywithin the NRNs andit wasunclear
who shouldbe contactedo resolveproblems.Evenafter the alphatestwascomplete we were
unsurewho thedesignatedAPM wasfor eachNRN - this area had to be clarified before the beta
test started, with procedures being more strictly enforced.

In a similar manner,it was difficult to ensurethat eachNRN configuredthe samelevel of

serviceto eachpartnersite. Again, we usedemailto coordinatethis, but on a flat basis:we had
asinglemailing list. If the planfor eachNRN to designatea single APM hadbeenrealised this
would have reducedthe communicationoverload,since they could have communicatedvith

eachother,the GNM andDANTE only, ratherthanhavingto involve all participantsThis also
overlappedntothe setupof internationalkconnectionsOnceall the sitesandNRNsagreedn a
commonservice,connectiondetweenthemwere establishedgmoothly.However,it took some
time for a common service to be agreed.

We havehad experienceof only a single nationalconnectionbetweenmultiple sitesacrossan
NRN - from RUS to Essen.This connectionwas unusualsince the site at Essenwas not a
MECCANO projectsite, but rather a temporaryadditionto the alphatestfor the purposeof the
demonstratiorat the launchof the TEN-155 network. Accordingly, coordinationbetweenthe
MECCANO project, DANTE and Essenwas more difficult than betweenthe MECCANO
partners and DANTE.

Once the connectionsverein place,theyperformedwell andvery few problemswereobserved
during the launchdemonstrationWe had a numberof problemssettingup the demonstration,
but thesewerenot the fault of the TEN-155 networkor DANTE - the serviceprovidedworked

very well, and the demonstration was a success.

We mustnote,however,thata pure ATM service,whilst allowing for greatflexibility in terms
of its use- sinceit is alevel 2 service— placesa heavyburdenon the usersof thatservice who
must configure the IP level routing and setupa VPN themselvesWith the currentlevel of
maturity of the IP QoSandVPN servicest is unclearthatit would be possiblefor DANTE to
offer a layer 3 managedbandwidthservice,but if sucha servicecould be offered, it would
simplify the job of the users significantly.
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This is one of the main areasof difficulty we hadin using the MBS - we wishedto useIP
multicastandtrial IPv6 overthis infrastructureandit is nonttrivial to configurethe IP routing to
allow this to take place. This is not strictly an issuewith the MBS, but is somethingthat
potentialusersof the MBS mustconsiderif alevel 3 servicemorecomplex than unicast IPv4 is
desiredthenthe usersof the MBS mustbe preparedo put corsiderableeffort into configuring
this service.

The chargingrelationshipbetweenthe project, DANTE andthe NRNs neededto be clarified
beforefurther teststook place.Certainpartnersitesreceivedconsiderableressuregrom their
NRNs which wishedto chargefor the useof the MBS. This pressurevas madeworseby the
apparentdifficulty the NRNs havein providing occasionalaccesdo a link: the links we had
requestedo be active on Monday afternoonswere active continuouslyfor sometime, before
beingdisabled.

We mustnotethat,owing to links only beingestablishedate in the period,partsof the notional
procedure (changes to schedule/bandwidth) went untested.

8.2.4 Conclusion

The TEN-155 MBS did, in general,perform well and the network was very useful for the
MECCANO project. Therewere clearly a numberof roughedgesn the procedurevhich were
sortedout beforeit becamea productionservice,but this was only to be expectedduring an
alpha test. On the whole, the alpha test was considered a success.

8.3 Direct Broadcast Satellite

The UDLR systemdevelopedor useover DBS satellitehasbeenin continuoususewith 1Pv4
throughoutthe MECCANO project,andwith IPv6 since Septembef 999. Performanceof the
systemhasbeenexcellent,with negligiblelossrates observedA numberof seminardavebeen
conductedverthe systemshowingits utility for this activity (of course the latencyinducedby
the satellite channel makes it unsuitable for interactive use).

In addition, interoperabilitytestshavebeencorductedbetweenthe INRIA implementatiorand
a commercialimplementationfrom Sony Corporation.Thesetestswere successfulshowing
complete technical interoperability, and demonstrating commercial interest in this standard.

9 Conclusions

It is clearthatthe basicideaof convergednetworkswith IP asa beareris viable andthat the
MECCANO toolsetprovidesacceptablgerformancen the presencef a reasonablguality IP
network.

The performanceof unicastlP within the currentnetworkshasbeengood.Whenusinga setof
unicastflows with a centralizedpacketreflector,the conferencingoolsetwe haveproducechas
worked very well, to the extentthat the majority of problemswe experienceare due to poor
microphone and camera placement, not the underhghgork.

Unfortunately,the performanceof multicastIP has beenless impressive,with considerable
amountsof packetloss being observed togetherwith numerousrouting problems.We must
emphasise¢hattheseproblemsare not dueto lack of supportby DANTE andthe NRNs, rather
we believe that the productsavailable in the marketplace today do not provide effective
multicastsupport.To someextentthis is to be expectedas standardgor multicastrouting are
still evolving and the code deployed is firgtngration. It is, however, disappointing.

The nonlP networks used in the project have, to a large extent, worked as designed.
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